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Streamlining service
communications




Stay up to date

While we feel this guide will be valuable to anyone interested in
implementing the collaboration features available in the ServiceNow for
Microsoft Teams plugin, we also recommend you familiarize yourself

with ServiceNow’s product documentation page. The core features and

functionality will undoubtedly evolve, so be sure to bookmark the
product documentation page relevant to your family release and register

for notifications on updates for the plugin.

The legal stuff

Entire contents © Habanero Consulting Group (Habanero). All rights
reserved. Reproduction of this publication in any form without prior
written permission is forbidden. Habanero shall have no liability for
errors, omissions or inadequacies in the information contained herein

or for interpretations thereof. The opinions expressed herein are subject

to change without notice.
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https://docs.servicenow.com/bundle/rome-employee-service-management/page/product/sn-teams/concept/c_ServiceNowForMSTeams.html
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INTRODUCTION

Streamlining service communications

The ServiceNow for Microsoft Teams plugin helps service desk teams
improve their productivity and provide a great employee experience.
With collaboration features that reduce the time agents spend switching
between platforms, they’re free to focus on higher complexity, higher
priority work. The plugin also increases the visibility of activity and
communication on ServiceNow records, so providing seamless, efficient

service is easier for everyone.

Enabling Microsoft Teams chat:
agent to employee/agent to agent

These instructions guide you through a production deployment for a
multi-tenant setup of the ServiceNow for Microsoft Teams plugin
features in family releases Paris, Quebec and Rome that do NOT have a

dependency on the ServiceNow Virtual Agent.

The plugin features activated through this process enable users to:

 Start a Microsoft Teams call or chat from a record, Agent Workspace

and/or Major Incident workbench in ServiceNow.

« Auto-import Microsoft Teams chats started from ServiceNow to the
history on a record, Agent Workspace and/or Major Incident

workbench in ServiceNow.

Bringing life to work®

The Ul actions to Start a Microsoft Teams chat can be duplicated and

applied to any other table (i.e. task, story or custom table).

Chat — agent to employee/agent

to agent

Feature
Auto-import — chats started from
records

Primary app ServiceNow for Microsoft Teams

Dependencies

ServiceNow for Teams Core

Licensing
requirements

ITSM or HRSD Standard or above

Before you begin

« To connect your ServiceNow instance to your M365 tenant and

authorize apps, the external_app_install_admin role and application

administrator role in M365 are required.

« A dev or test M365 environment may be required to test features

without interruption to production.

SERVICENOW FOR MICROSOFT TEAMS PLUGIN
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STEP ONE

Install ServiceNow for
Microsoft Teams plugin

1. Login to the ServiceNow Store.

2. Search IT service management integration with Microsoft Teams.

3. Select View dependencies and licensing requirements.

a) Select each link with an X next to it.

b) Select Get > Continue.

Note: If you do not have the option available to Get the app, select Other app versions
and navigate to the version related to the release your instances are on.

c) Select Continue in the next modal.

d) On the purchase page, select Make available on all instances and
Accept the terms of use.

Note: The plugins must be installed in at least one test instance before production.

e) Select Get.

f) Repeat steps a) to e) for all dependent apps.

4. Return to IT service management integration with Microsoft Teams

and refresh page.

5. Select View dependencies and licensing requirements and confirm

all the apps listed under App dependency all have a green checkmark.

6. Exit the modal and select View products > Select ServiceNow for

Microsoft Teams > Select Opt-in.

7. In one of your ServiceNow dev or test instances, navigate to System

definition > Plugins.

8. Search for IT service management integration with Microsoft Teams

and install.

Note: All the dependent plugins will automatically install during this process.

9. In your ServiceNow production instance, navigate to System

definition > Plugins.

10. Search for IT service management integration with Microsoft Teams

and install.

Note: All the dependent plugins will automatically install during this process.

SERVICENOW FOR MICROSOFT TEAMS PLUGIN |
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STEP TWO

Connect your ServiceNow instance and
authorize Azure apps (multi-tenant

Note: For single tenant configuration, skip to Step three.

1. Navigate to ServiceNow for Microsoft teams > Install Azure apps.

2. Click Install to install Microsoft Teams in your instance. This connects

your tenant to the ServiceNow instance.

Install Azure Apps G

Install Azure Apps

Requires Azure Admin access to connect to Microsoft tenant.

Read the documentation

. Microsoft Teams
(T Install
Set up and manage your integrations with Microsoft Teams w

3. Select the Consent on behalf of your organization option to provide

consent for all your users and click Accept to provide admin consent.

Bringing life to work®

Permissions requested

Tab SSO
ServiceNow &

This app would like to:
v View users' basic profile

v/ Maintain access to data you have given it access to

Consent on behalf of your organization

If you accept, this app will get access to the specified resources
for all users in your organization. No one eise will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

o Y
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4. Navigate to ServiceNow for Microsoft Teams > Install Azure apps. To authorize TAB SSO, which allows employees to silently authenticate

to ServiceNow from a personal tab in Microsoft Teams:
5. Authorize the following apps: Notify Connector, Request based Chat,

TAB SSO. as required. a) Click Authorize for TAB SSO.

Note: If Notify Connector is not shown in your Azure apps, search and install the Notify b) Provide the admin consent by clicking on Accept

Connector for Microsoft Teams plugin before continuing.

c) Upon successful authorization, the app is shown as Installed.
To authorize Notify Connector, which allows employees to manage and

initiate a Microsoft Teams meeting directly from any task record:

Install Azure Apps (o
a) Click Authorize for Notify Connector. =
Successfully connected to Microsoft Azure X
b) Provide the admin consent by clicking on Accept. This provides Gt
Install will require Microsoft Azure admin authentication and granting permission for the apps you would like to use. You will need the ServiceNow role of
a uth 0 I’I Zatlo N to C reate a hew a p p fo r M eetl N g exte nS| b | I Ity a p p an d to external_app_install_admin, contact your ServiceNow System Administrator for help.
Read the documentation
create a new tab for a major incident meeting from the major incident
) ) Microsoft Teams on nowdemo4 I
WOI’kbenCh N M |Crosof‘t Tea ms. L Set up and manage your integrations with Microsoft Teams
. . . o Notify Connector
C) On SUCCGSSfUI a Uthorlzathn, the a pp IS ShOWﬂ aS InSta"ed. Allows employees to manage and initiate a Microsoft Teams meeting directly from any task record. Installed
Request based Chat
o Allows employees to interact with agents for any task record. installed
To authorize Request based chat, which allows employees to interact N
O Installed

Allows employees to silently authenticate to ServiceNow from a personal tab in Microsoft Teams.

with agents for any task record:

a) Click Authorize for Request based chats app. 6. Skip the steps for single tenant setup and continue with Step five.
b) Provide the admin consent by clicking on Accept.

c) On successful authorization, the app is shown as Installed.
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STEP THREE

Connect your ServiceNow instance and
authorize Azure apps (single tenant

Note: If you have completed the multi-tenant setup, skip to Step five.

For single tenant configuration, you will need to create a Microsoft Azure
application in the Microsoft Azure portal to enable agents to import the

conversations.

1. Log in to Microsoft Azure portal.

2. Navigate to Azure services > Azure Active Directory > Manage > App

registrations.

3. Click New registration. The New registration page displays.

Dashboard > Contoso

sz Contoso | App registrations
C
Azure Active Directory

® ~+ New registration @ Endpoints
© Overview
L& Preview features

o Try out the new App registrations se
< Diagnose and solve problems

4. Enter the name of your application in the Name field. Example:

ServiceNow Auth app.

Bringing life to work®

5. In the Redirect URL (optional) field, enter
[ https://<instance-name>/sn_now_teams_ms_login_redirect.do

changing <instance-name> to the name of your ServiceNow instance.

6. Click Register.

Dashboard » Contoso >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

ServiceNow Auth App v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Contoso only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Cl Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web N ‘ I https://instance-name/sn_now_teams_ms_login_redirect.do g

7. In your registered application, click Authentication from the side menu.

SERVICENOW FOR MICROSOFT TEAMS PLUGIN
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8. Click Redirect URIs. 15. On the OAuth OIDC entity — ServiceNow for Microsoft Teams app

form, fill the fields:
9. Select the Access tokens check box.
« Client ID: Verify and update the domain name and application ID

10. Click Save.
[ api://<domainName>/<applicationID>

Dashboard > Contoso > ServiceNow Auth App

changing <domainName> with your instance URL and the

) ServiceNow Auth App | Authentication # - X

e [T N |- C— <application ID> from the Azure app created in the previous steps.
B oveniew - Acﬁﬁgplatmrm

& Quickstart

# Integration assistant ~ Web Quickstart  Docs]!

- OAuth OIDC provider configuration: Click on the information icon

Manage Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. Also

B R
EE Branding . " : S S g
referred to as reply URLs. Learn more about Redirect URIs and their restrictions !

and verify the tenant ID value in the OIDC Metadata URL is correct.

-3 Authentication

ificates & secrets his app has implicit grant settings enable you are using any of these URIs in a SPA with MSALjs 2.0, you should migrate URIs. * . . .
. LT Ry R e I N S R SR S S S e U Note: If there is nothing selected, create a New Record using the format below for the
ili Token configuration
9 APl permissions https://habaneroconsultinggroupdemod.service-now.com//sn_now_teams_ms_login.do Metadata URL and an approp”ate namlng Conventlon-
@ Expose an AP https://habaneroconsultinggroupdemod.service-now.com//sn_now_teams_ms_login_redirect.do
F1 App roles Add URI
i : [y https://sts.windows.net/<tenantlD>/.well-known/openid-
il Roles and administrators | Preview ront-channel logout URL

This is where we send a request to have the application clear the user's session data. This is required for single sign-cut to

work correctly. Co nfig u ration/

e.g. https;//example.com/logout

M Manifest

Support + Troubleshooting

2 Troubleshooting . .
) Implicit grant and hybrid flows
& New support request

Changing <tenantID> to the tenant ID provided in the app creation.

Request a token directly from the authorization endpoint. If the application has a single-page architecture {SPA) and
doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and 1D tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about
tokens.

Select the tokens you would like to be issued by the autherization endpoint:

Access tokens (used for implicit flows)

16. Click Update.

D ID tokens {used for mplicit and hybrid flows)

11. In ServiceNow, navigate to System OAuth > Application registry to

¢ == O0AuthOIDC Entity - ServiceNow for Microsoft Teams App [QAuth OIDC Provider view”]

& Vb = oo Update | Delete 4N
verify and update application registry values to authenticate users in

o You are editing a record in the ServiceNow for Microsoft Teams application (cancel)

Microsoft Teams application. R
» Name: A unique name.
= ClientID: Client ID of application registered in third-party OAuth QIDC server.
= Client Secret: Client secret of application registered in third-party OAuth QIDC server.

+ DAuth OIDC Provider Configuration: OAuth OIDC Provider Configuration to be used for validating JWT token in request.

12. Click ServiceNow for Microsoft Teams app.

14. Edit the entry.

13. Switch your application to ServiceNow for Microsoft Teams.

%k Name

>k Client ID

sk Client Secret
OAuth API Script

%k OAuthOIDC
Provider
Configuration

PKCE required

ServiceNow for Microsoft Teams App

api://=domainName=/<application|D:

Teams Q.

Application
Accessible from
Active

Redirect URL

End Session Endpoint
URL

Enable force
authentication

SERVICENOW FOR MICROSOFT TEAMS PLUGIN
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STEP FOUR

Register the Request based chat app
single tenant

Note: If you have completed the multi-tenant setup, skip to Step five. « Token URL: Enter the Token URL

. o . [ https://login.microsoftonline.com/<tenantid>/oauth2/v2.0/token
1. Navigate to System OAuth > Application registry.

changing the <tenantid> to the tenant ID from the app creation in
2. Do one of the following: Y 6T
icrosoft Teams.

- |If Microsoft Teams chat single tenant application registry is available,

click on the application registry for Microsoft Teams. e Redirect URL: Enter the Redirect URL

- If you want to create a new application registry entry, click New and [ https://<instanceURL>/oauth_redirect.do

select Connect to a third party OAuth provider. changing the <instanceURL> to the name of your instance.

3. On the form, fill the fields:

— Application Registries S
€ | = Microsoft Teams Chat single Tenant [DAuth Provider view] & == ©°o | Update Delete '1\

- Name: Enter a name to uniquely identify the record. For example,

ﬁ You are editing a record in the Collaboration Services application (cancel)

enter: Microsoft Teams chat single tenant.

[oAuth providér details.
= Name: A unigue name.
o . = Client ID: Client 1D of application registered in third-party OAuth server.
°

Client secret: Enter the password you generated when creating the - Client Secret: Clent secretof application registered I third-party OAuth serve,

« Refresh Token Lifespan: Time in seconds the Refresh Token will be valid.
. . * Authorization URL: OAuth Server's auth code flow endpoint. Required only for Authorization Code grant type.

app in Microsoft Teams. « Token URL: OAuth Server's token endpoint.
* Token Revocation URL: OAuth Server's token revocation endpoint.
+ Redirect URL: OAuth callback endpoint. Leave it empty for auto-generation.

o Authorization URL: Enter the Authorization URL

%k Name Microsoft Teams Chat Single Tenant Application | Collaboration Services ®
[y https://login.microsoftonline.com/<tenantid>/oauth2/v2.0/ * Client D <azure-ad-applicationid-here> Accessiblefrom | All application scopes v
a uth (o) rize sk ClientSecret | swsssens & Active |+

OAuth APl Script | OauthMSChatUtilSingleTenant | @, | (O Authorization URL  https:/login.microsoftonline.com/<tena | &

changing <tenantid> to the tenant ID from the app creation in Logo URL i N
s Defaut Grant R et B o sk Token URL https:/login.microsoftonline.com/<tena = 44

M ICIFOS Oft Te ams. type ntld=/oauth? v2.0/token
& Rt Toley S.640.xi0 Token Revocation -
Lifespan

URL

it o Redirect URL  https://<InstanceURL=/oauth redirectd = &
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4. Click Update.
5. Navigate to ServiceNow for Microsoft Teams > Properties.

6. Enable the option Set this property to true to use integration hub

action for start chat / import chat flows.

7. Click Save.

ServiceNow for Microsoft Teams Properties

ServiceNow for Microsoft Teams Properties
Specify a valid teams email field name. This field value will be used when a new Microsoft Teams Conference Call is initated (7

email

Set this property to true to use integration hub action for Start Chat / Import chat flows ()

Yes | No

Sys ID of OAuth profile for single tenant setup. This needs to be setup if you are setting "sn_tem_collab_hook teams_use_ih_actions_for_single_tenant" totrue (%)

e0210fec532130101bd3ddeeffTb12d0

List of tables for which group selected in 'Start Microsoft Teams Chat’ ui action should be resolved to on-call participants. ()

incident,incident_alert,incident_alert_task

This is the portal page which will be open in Microsoft Teams Dashboard (%)

| eesp

SERVICENOW FOR MICROSOFT TEAMS PLUGIN | 8



STEP FIVE

Extend auto-import functionality
to additional tables

1. Create a chat configuration by navigating to ServiceNow for Microsoft  Inherit: Select to extend and apply to the child tables.

Teams > Chat administration > Chat configuration.
- Conditions: Create a condition to define when a chat is auto-imported.

2. Click Default option to view the default OOB configuration.

« Opening message: Select to provide a text message that displays to
Note: If you want to auto-import chats for certain conditions, create a new condition.

the agent when the agent initiates a chat. This field is enabled only if

3. Navigate to ServiceNow for Microsoft Teams > Chat administration > the Auto Import option is selected.

Chat configuration.
6. Click Submit.

4. Click New.

Microsoft Teams Chat Configuration &

5. On the form, fill in the fields: < = Newrecord

it

ocoo ﬂ.lh'l'lﬂ
Microsoft Teams Chat Configuration

. Name: Enter the name value for the configuration.

* Name - A unigue name
* Order - Order of execution
» Auto Import - Configuration to select if Microsoft Teams chat is to be auto imported or manual imported
» Enable opening message - Enable the opening message field
. Order: Default order for the configuration. You can change to define K Ol A <M ST o B it e s MR GIR Tes e Rl e
© Note- Opening message should not be more than 256 characters
» Table - Select the table name you want to setup chat configuration for

multiple chat configurations for a single table. The system executes oS i s

* |Inherit - Inherit the same properties to child tables of source table

Note - If there is an explicit entry available for a child table. It will be considered for chat configuration. Otherwise the inherited chat configuration will be taken into consideration |

the query based on the descending order.

Name New Chat Configuration Application Global 0]
. Active: Select the check box to activate the configuration. Order 1 setwe. (v
Auto Import |+ Default
%k Table Catalog Task [sc_task] v Inherit

. Auto-import: Select the check box to automatically import the chat.

Enable opening  +
message

. Default: Select the check box to keep the configuration as default.

Note: You cannot define multiple default values for chat configuration.

- Table: Select the table on which to add the auto-import for chat

configuration.

Bringing life to work® SERVICENOW FOR MICROSOFT TEAMS PLUGIN | 9



7. Create a requestor mapping by navigating to ServiceNow for

Microsoft Teams > Chat administration > Requestor mapping.
8. Click New.

9. On the form, fill in the fields:

Table: Select the table where you would like to add the requester

mapping (auto-import feature).

Requestor: Select the field use as the requester for a record.

Inherit: Select to extend and apply the auto-import feature to the

child tables of the selected table.

Active: Select to activate the requester-mapping record.

10. Click Submit.

¢ = Microsoft Teams Chat Requestor Mapping &
— New record

T

N
Microsoft Teams Chat Requestor Mapping

= Table - Select the table name you want to setup requestor mapping for
= Requestor Field - Field from which the requestor value should be taken
» Inherit - Inherit these properties to child tables of soruce table

* Order - Order of execution of requestor mappings

Note - If there is an explicit entry available for a child table. It will be considered for requestor mapping field. Otherwise the inherit mappings will be taken into consideration

%k Table Catalog Task [sc_task] v Inherit
* Requestor field Opened by v Active |+
Order 100

11. Configure the condition to exclude the chat conversation from auto
importing by navigating to ServiceNow for Microsoft Teams > Chat
administration > Close conditions.

Note: When a ticket is set to inactive, the system does a final poll for messages in the chat,
removes the participants so no further messages can be exchanged in the chat, and then
stops polling that chat.

12. Click New.

13. On the form, fill in the fields:

« Table: Select the table on where you would like to add the close

condition for the requestor mapping (auto-import feature).

 Inherit: Select to extend and apply the auto-import feature to the child

tables of the selected table.

« Active: Select to activate the close condition for the requester-

mapping record (auto-import feature).

» Close conditions: Create close condition(s) to define when a record is

closed for auto-import functionality.

14. Click Submit.

< = Microsoft Teams chat close condition
- Newrecord

Microsoft Teams Chat Close conditions

+ Table - Select the table name you want to setup close conditions

» Close conditions - Conditions on when to consider the table record is closed

» |nherit - Inherit the same properties to child tables of source table
* Order - Order of execution of requestor mappings

Mote - If there is an explicit entry available for a child table. It will be considered for close conditions. Otherwise the inherited close conditions will be taken into consideration

%k Table Catalog Task [sc_task] v

% Closeconditions | Add Filter Condition | Add "OR" Clause

State hd is

or | State v is

or | State v is

SERVICENOW FOR MICROSOFT TEAMS PLUGIN

b4

w

w

Inherit
Active |«

Order

Closed Complete

Closed Incomplete

Closed Skipped

4

100

AMD
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Validate and extend Ul actions to start
chat and import messages

Validate active Ul actions Apply Ul actions to additional tables

1. In ServiceNow, search for Ul actions in the left pane. 1. In ServiceNow, search for Ul actions in the left pane.

2. Select ServiceNow for Microsoft Teams > Ul actions. 2. Select ServiceNow for Microsoft Teams > Ul actions.

3. Validate all desired Ul Actions are active. If you do not want to have 3. Change application from Global to IT service management
the feature on one of the default tables, you can do any of the following: integration with Microsoft Teams.

- Make it inactive. 4. Open Start a Microsoft Teams chat in a new tab (you will be copying
- Change the table it is applied to. from here).

« Delete the Ul Action.
5. Select Insert and stay.

6. Update the Table field to apply to your required ServiceNow table.

7. Repeat Steps 3—7 for the Import messages and Import messages

from Microsoft Teams Ul actions.

Bringing life to work® SERVICENOW FOR MICROSOFT TEAMS PLUGIN | 11



STEP SEVEN

Extend on-call users for start

Microsoft Teams chat

Note: The users associated with On-Call Scheduling will be displayed on

the Selected column in Start Microsoft Teams chat modal.

1. In the Navigation filter, enter sys_properties.list. The entire list of

properties in the System Properties [sys_properties] table appears.
2. In the Name search field, enter

[ sn_tcm_collab_hook.on_call_tables_for_start_chat_action

3. Click on sn_tcm_collab_hook.on_call_tables_for_start_chat_action

system property.

4. In the Value field, provide the tables to which you need to extend the

functionality. Example: change, request.

5. Click Update.

= System Property -
(| = sn_tem_collab_hook.teams_on_call_tables_for_start_chat_action & 'VA‘ = = Up‘g;'— Delete
Q You are editing a record in the Collaboration Services application (cancel)
% Suffix teams_on_call_tables_for_start_chat Application Collaboration Services o

Name

Description

Choices

Type

Value

sn_tcm_collab_hook teams_on_call_

List of tables for which group selected in 'Start Microsoft Teams Chat' ui action should be resolved to on-call participants.

string hd

incident,incident_alert,incident_alert_task

SERVICENOW FOR MICROSOFT TEAMS PLUGIN
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Advanced Features

Ready to take it a step further? Learn how you can make the most of the
ServiceNow plugin for Microsoft Teams to automate common requests. With the
ServiceNow virtual agent, you can route issues to a chatbot, reducing call volumes
and increasing efficiency. If you have questions or want to learn more about how

to get ServiceNow working better for you, let us know. We’d love to talk.

1-866-841-6201

habaneroconsulting.com

Let’s get social!

o) HabaneroConsulting

YW HabaneroConsult

i1 Habanero Consulting Group

habane©o


http://www.habaneroconsulting.com
https://www.instagram.com/habaneroconsulting/
https://twitter.com/HabaneroConsult?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://ca.linkedin.com/company/habanero-consulting-group




